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IV. INTELLIGENCE COMMUNITY ANALYSIS OF IRAQS BIOLOGICAL WEAPONS PROGRAM


A. Background


(U) Prior to the October 2002 National Intelligence Estimate (NIE) on Iraq Continuing  Programs of Weapons of Mass Destruction, the Intelligence Community (IC) prepared several coordinated papers that contained assessments of Iraqs biological weapons (BW) program.Prior to the departure of inspectors in 1998, IC assessments focused largely on the United


Nations Special Commissions (UNSCOM) findings in Iraq, outstanding compliance issues, andthe ICs assessment of the difficulties UNSCOM would face as it attempted to gain full Iraqicompliance with United Nations Security Council (UNSC) resolutions requiring its disarmament.


(U) In February 1999, the Intelligence Community reported in Iraq; WIMD and Delivery


Capubilities Aper Operation Desert Fox, that Iraq probably retained the personnel,


documentation,and much of the critical equipment necessary to continue and advance its


weapons of mass destruction (WMD) and delivery programs. Iraq possessed biological agent2stockpiles that could be, or already were, weaponized and ready for use, but the paper did notstate definitivelythat Iraq had biological weapons. The size of those agent stockpiles was said to


be uncertain and subject to debate, and the location, nature, and condition of the stockpiles was


also unknown. Iraqs production of biological weapons was assessed to be largely dormant, butthe IC observed that Iraq could begin BW agent production within days of a decision to do so.


A July 1999 National Intelligence Council (NIC) Memorandum titled Iraq:


Post-Desert Fox Activities and Estimated Status of WMD Programs noted that in the wake of


Operation Desert Fox, the œloss of United Nations (UN) inspectors on the ground and of airborneimagery from the UNSCOM U-2 flights make it difficult to determine whether activity detected


at known dual-usez1sites is related to WMD production.� It went on to note that Iraq may havealready resumed some BW production but the IC had no reliable intelligence to indicate this, and


assessed that in the absence of UN inspectors Iraq would expand its BW activities. A month


20BWagent is a dangerous biological pathogen. The agent must still be disseminated or distributed


effectively in a weapon or some other type of delivery mechanism to effect the intended target.


21Theterm dual-use, in a BW context, refers to technology that is useful both for biological warfare and


legitimate biotechnical, agricultural and public health needs.  An example would be a ferrnenter that is useful for


both making vaccines and biological warfare agents.  -
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later, the IC expanded this judgment in the August 1999NIE, Worldwide BWprugram: Trends


and Prospects VIE 2000-12HCX), which stated that Iraqs œBW program has continued sincethe Gulf War, and we judge it is being revitalized now that the United Nations Special


Commission (UNSCOM) monitoring and inspection activities are suspended.� This NIE wasupdated in December 2000 (WorkdwideBW Programs: Trends and Prospects Update (NIE 99-


OSCWD)), when the IC adjusted upward its assessment of the BW threat posed by Iraq, citing


new intelligence acquired in 2000. The ICs concern about Iraqs BW program began to grow inearly 2000 when the Defense Human Intelligence Service (DHS) began reporting the


=


debriefings of an Iraqi engineer, the human intelligence (HUMINT) source code named CURVE


BALL, who claimed to have worked


on a


project in Iraq to construct seven mobile biological


production units. The December 2000 Worldwide BW NIE stated in its key judgements that:


(U) Despite a decade-long international effort to disarm Iraq, new information


suggests that Baghdad has continued and expanded its offensive BW program by


establishing a large-scale, redundant, and concealed BW agent production


capability. We judge that Iraq maintains the capability to produce previously


declared agents and probably is pursuing development of additional bacterial and


toxin agents. Moreover, we judge that Iraq has BW delivery systems available


that could be used to threaten US and Allied forces in the Persian Gulf region.


m)


In December 2000, at the request of the National Security Council, the IC


also produced an Intelligence Community Assessment (ICA) on Iraqs WMD programs thatincluded an assessment of the state of Iraqs BW program. The paper assessed that Iraq hadlargely rebuilt declared facilities damaged during Operation Desert Fox and expanded WMD-


capable infrastructure. Specific to BW, the paper assessed:


b


We cannot confirm whether Iraq has produced


. .


.


biological agents, although in the case


of biological weapons, credible reporting from


a


single source suggests it has done so on


a large scale and had developed a clandestine production capability.


Our main judgment about what remains of Iraqs original WMD programs, agentsstockpiles, and delivery systems have changed little: Iraq retains stockpiles of chemical


and biological agents and munitions.


b


IC analysts are increasingly concerned that Saddam has acquired a clandestine BW


production capability which has the potential to turn out several hundred tons of


unconcentrated BW agent per year.


-
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According to


=


reporting from a single source, Iraq has constructed seven


transportable


-


via trucks and rail cars


-


plants, some of which have produced BW agents.


Although the information is unconfirmed, it tracks with UNSCOM evidence acquired in


the mid-1990sthat Iraq was considering such a program.0


Recent


=


analysis suggests that Iraq has built and is operating a new castor oil


plant. Castor oil has various civilian applications, but leftover bean pulp could easily be


used to make the BW agent ricin.


New construction at a few dual-use facilities formerly associated with the BW program


has raised our concern about Iraqi intentions. Nevertheless, we are unable to determine


-


because of the lack of intelligence information or observable signatures


-


whether Iraq is


diverting these or other of its many pharmaceutical, vaccine, or pesticide plants to


produce BW agents.


0


According to multiple


=


sources, Iraq is bolstering its BW research and


deve1opment


,


that in 1999 that


such research


&


development (R&D) was being carried out while UNSCOM was active


in Iraq. Iraq could easily have intensified and expanded this work over the last two years.


A limited body of reporting suggests that Iraq is seeking through its extensive


procurement network dual-use equipment and other materials for


B


W research.


(U) The 2000 ICA also discussed at length the significant uncertainties associated with


Iraqs failure to satisfy UN inspectors that it had destroyed all of its biological weapons, agentand growth media.


(U) The IC published, The B


W


Threatto the Global and


US


Agricultural Sectors (TCB


2001-09) in March 2001, and Smallpox:


How


Extensive


a


Threat? (ICB 2001-34HC) in


December 2001, which stated for the first time that œwe think chances are even that smallpox ispart of Baghdads offensive BW program, although credible evidence is limited.� A chartincluded in the December 2001 assessment indicated the likelihood that smallpox is part of Iraqsœcurrent offensive BW program� was medium, which was defined on the chart as œ40-60%.�The chart also indicated that the œquality of information� to support this assessment was LCp r.�-145


-
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(U) While the Intelligence Community had adjusted upward its assessments of the BW


threat posed by Iraq beginning with the 2000 Worldwide BW National Intelligence Estimate


(NIE), the October 2002 NIE represented a shift in the ICs judgments about Iraqs biologicalweapons program. Many of the uncertainties that were expressed in all previous IC assessments


about what was known about the BW program were not contained in the NIEs text. The starkestshift was the judgment that œBaghdad has.


.


.


biological weapons.� All previous assessmentshad stated that Iraq could have biological weapons. The other significant change was the


assessment that all key aspects


--


R&D, production, and weaponization22


-


of Iraqs offensiveBW program were active and that most elements were now larger and more advanced than they


had been before the Gulf War. Given this shift in the ICs assessments, Committee staff focusedtheir work on the analysis of Iraqs biological warfare program in the 2002 NIE.(U) The Committee examined each of the ICs assessments outlined in the NIE and theavailable intelligence that supported those assessments. Committee staff also interviewed


analysts and officials from the National Intelligence Council (NIC) and every intelligence agency


involved in the biological section of the NIE including the Central Intelligence Agency (CIA),


the Defense Intelligence Agency (DIA), the National Imagery and Mapping Agency23(NIMA),


and the State Departments Bureau of Intelligence and Research (INR). The Committee alsointerviewed IC personnel responsible for intelligence collection regarding Iraqs13


W capabilities


and former UN inspectors.


(U) The Deputy National Intelligence Officer (NIO) for Science and Technology


assembled the biological warfare section of the NIE from a compilation of previous IC


publications concerning Iraqs BW program. The material in the BW section was drawn fromthe Iraqi BW section of a draft update to the December 2000 Worldwide BW NIE that was titled,


Worldwide B W Programs: Trends and Prospects Update, a September 12,2002 CIA paper that


was provided in support of the Director of Central Intelligence (DCI) testimony before the Senate


Select Committee on Intelligence, the Iraqi BW section from the draft NIE, Nontraditional


Threats to the US Homeland Through 2007, and the September 17,2002 testimony and


background material produced for the DCI for use with the Senate Select Committee on


Intelligence and the Senate Armed Services Committee.


�Weaponization refers to taking biological warfare agent and placing it in an effective delivery system,such as a spray tank system or artillery shell.


23N1MAhas recently been renamed the National Geospatial-Intelligence Agency (NGA)


-
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(U) The DIA analyst, who was a key player in producing the Iraqi section of the draft


update to the December 2000 Worldwide Biological Weapons NIE, told Committee staff that the


draft was revised in three successive rounds of electronic mail (e-mail) coordination with his IC


counterparts. The DIA analyst told Committee staff that the comments he received


from


his IC


counterparts in this e-mail coordination process did not significantlychange any of the overall


assessments, and only offered more detail and œrefined our assessments.� The DCI refixed toprovide the Committee with copies of draft revisions of the BW section of the October 2002


NIE. NIC officials and IC analysts told Committee staff that there was no significant dissent


from any IC agencies concerning the October 2002 NIEs BW assessments.As the title of the October 2002 NIEs BW section, œBiological Warfare Program-


Larger Than Before,� indicates, the primary assessment of the BW section of the NIE was that,not only had Iraq continued its BW program since 199I in defiance of international efforts to


disarm Iraq, but the program had advanced beyond what it had achieved prior to the 1991 Gulf


War. This overall assessment is stated clearly in both the key judgments


and


the first sentence of


the body of the BW section: œwe assess that all key aspects-


R&D, production, and


weaponization


-


of Iraqs offensiveBW


program are active and that most elements are larger and


more advanced than they were before the Gulf War.� An important component of this overallassessment is a statement found in the second sentence of the


NIEskey judgments section,


œBaghdad has chemical and biological weapons.


. . .�This statement was not repeated in thebody of the NIEs BW section. TheCIA BW analyst


-


1


=


noted during an interview with Committee staff that in retrospect,


believes that the


sentence should have carried the caveat that we assess that Baghdad has biological weapons, to


better reflect the uncertainties associated with this judgment.


(U) To support the assessment that Iraqs offensive BW program was larger and moreadvanced than it was before the Gulf War, and that Iraq had biological weapons, the NIE makes


the following assessments:


-


Baghdad has transportable facilities for producing bacterial and toxin BW agents.


-


Baghdad has been able to renovate and expand its fixed dual-use BW agent production


facilities.


I


We assess that Iraq has some BW agents and maintains the capability to produce a variety


of BW agents.


-
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--


In the absence of UN inspectors, Iraq probably has intensified and expanded research and


development


in


support of Iraqs BW program. Baghdad probably has developedgenetically engineered BW agents.


We assess that Baghdad also has increased the effectiveness of its BW arsenal by


mastering the ability to produce dried agent.


Iraqs capability to manufacture equipment and materials.


.


.


and to procure other


necessary, dual-use materials


. . .


makes large-scale BW agent production easily


attainable.


The nature and amounts of Iraqs stored BW material remain unresolved by UNSCOMaccounting.


We judge that we are seeing only a portion of Iraqs WMD efforts, owing to Baghdadsvigorous denial and deception efforts.


(U) The following sections outline the Committees examination of the intelligencesupportingthe arguments behind the NIEs assessment that Iraqs offensive BW program waslarger and more advanced than before the I991 Gulf war.


B. Baghdad Has Transportable Facilitiesfor Producing Bacterial and


Toxin


B WAgen


fs


-)


The NIE stated that œBaghdad has transportable facilities forproducing bacterial and toxin


BW


agents and may have other mobile units for researching and


filling agent into munitions or containers, according to multiple


=


sources. Iraq has


pursued mobile


BW


production options, largely to protect its BW capability from detection,


according to a credible source.))A large part of the NIEs discussion of the alleged mobile BW productionunits was based on information provided by a source described in the NIE as œa credible source�and œan Iraqi defector deemed credible by the IC.� The source was anTrsai


defector whn had


-


=- --------


..


__-


_L1l


been


the subject of debriefings


since 2000.


He was believed by the IC to have been a project engineer involved in the design and moduction


-


148-
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referred


to


by the codename he was given


-


>


œCURVE BALL�.The Committee was provided with 112 reports from the


=


debriefings


of


CURVE BALL. CIA, DIA and INR BW analysts all told Committee staff that CURVE BALL


provided the majority of the specific detail in the ICs assessments concerning the mobile BWproduction units. An INR BW analyst told Committee staff that if the reporting from CURVE


BALL was removed from consideration it would have reduced his confidence in the assessment


that Iraq had mobile BW production units. The INR BW analyst noted that without CURVE


BALL


œ. ..


you probably could only honestly say that Iraq would be motivated to have a mobile


BW program and that it was attempting to procure components that would support that.�Additional reporting from CURVE BALL, and additional human intelligence(HUMINT) sources that analysts believed corroborated his reporting, was instrumental in the IC


shifting its characterizationof Iraqs mobile BW production program from an assessment inDecember 2000 that stated, œaccording to credible US military reporting-,


Baghdad now can produce biological agents in transportable plants� to the 2002 NIEsassessment that œBaghdadhas


transportable facilities for producing bacterial and toxin BW


agents and may have other mobile units for researching and filling agent into munitions or


containers, according to multiple


=


sources� (emphasis added). A CIA BW analyst toldCommittee staff that, œThe big factor changing assessmentsthat we had since the Gulf War wasthis body of reporting we got on the mobile BW program.�m)The NIE stated that CURVE BALL reported that,


œ. . .seven mobile BW


production units were constructed and that one began production as early as 1997.� The NIE alsosaid that, according to CURVE BALL, the seven units were produced


-


-


Reports from CURVE BALL provided to the Committee described


the production of seven mobile BW production units. One report


1-


,


suggesting that production was


underway in 1997. One of the reports also described the


1


-œconstructionof each of the new mobile biological weapons (BW) agent production


units


.


�The NIE stated that œthe reported locations of these plants have been identifiedin imagery, but Iraq has most likely dispersed these units since the source defected.� Severalreports from CURVE BALL described the locations of the seven mobile production units.


-


149-
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Imagery analysts used this infomation to identify what they assessed to be the locations in Iraq


described by CURVE BALL. In interviews with Committee staff, IC analysts indicated that they


viewed the identification of the sites on imagery, and the fact that buildings were


-


to


accommodate the mobile production plants as described by CURVE BALL, as corroboration


of


CURVE BALLSreporting. A CIA BW analyst told Committee staff that œwe were able toidentify the sites he had named to be agricultural sites housing these mobile plants. Stuff like


that looked like more corroborationto us at the time.� The CIA BW analyst also noted that whilethe IC was confident that it had identified the seven sites that CURVE BALL was discussing.,


The NIEs discussion of the mobile biological production units concludedwith the estimate that if all seven units were operational, Iraq would take


œ. . .approximately 14


1. Other Sources


-)


The NIE stated that the information concerning Iraqs efforts to buildmobile BW production facilities


bb.


. .


tracks with


-


evidence that Iraq in the mid-1990s


was considering a mobile fermentationcapability,


5The-


evidence is described in


a


December 1996 HUMINT report that provided a translation


of two Iraqi handwritten notes


a.


The report


described how the undated notes were written on Iraqi Military Industrial Corporation letterhead


found in late 1995 and provided a summary of their contents:


-
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The NIE also noted that another source provided information to the


IL


on mobile biological research laboratories. The NIE said, œin mid-1996 Iraq decided to establishmobile laboratories for BW agent research to evade UNSCOM inspections, according to


,


an Iraqi defector associated with the Iraqi National Congress


referred to as the INC source. The information provided by


the INC source is detailed in a March 2002 Defense HUMINT Service (DHS) intelligence report.


The report discussed a project involving several Iraqi ministries, including the Iraqi Intelligence


Service, to procure labs that would allow Iraq to conceal œbiological research operations� fromUNSCOM inspectors. The report noted that the source was œunaware of the exact nature of theresearch conducted in the labs.� This report, which does not discuss mobile BW production,was


the only report concerning mobile BW units from this source. In addition to the INC source, the


IC provided the Committee seven other reports concerning Iraqi mobile biological laboratories.


None of these reports discussed mobile BW production units.
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Although he was not specifically referenced in the text of the NIE, the


IC also provided the Committee with anintelligence report from the debriefing of another Iraqi


Asylum seeker


1


.


A report from June 200 1,which was


the only report from this source provided to the Committee, said that Iraq had transportable


facilities for the production of biological weapons mounted on trailers at a special armaments


factory in Iraq, and that there were other Iraqi sites where biological weapons were produced.


The report noted that protective gear had to be worn in these transportable facilities, which were


housed in partially underground buildings that were surrounded by a fence. The report also


stated that œanyone with open sores was strictly forbidden access to these facilities,� and thatœwarheads with biological agents were stockpiled at this site.�-)Committee staff found several areas of concern regarding the HUMINT


sources upon which the IC relied to build its assessments concerning Iraqs mobile BWproduction program. Those sources were CURVE BALL,


-,


the INC source, and


2. CURVEBALL


debrief CURVE BALL led to some misunderstandings. CURVE BALL spoke in English and


Arabic, which was translated into a Western European language.


-


to


DHS officers


translated the reports back into English before transmitting them to the


-


152


-
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y---


___


information in response.


A CIA BW analyst told Committee staff that a Department of Defense (DOD)


detailee who provided technical advice on CURVE BALL


˜4.. .


thought that


the


guy might be an


alcoholic and that bothered him a lot.� The detailee who provided technical advice to the CIADirectorate of Operations (DO) on BW matters, met CURVE BALL in May 2000 in order to


administer


.


The detailee is the only American


intelligence official to have met CURVE BALL before Operation Iraqi Freedom.


-


154


-
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a)


The DOD detailee raised several concerns about CURVE BALLSreliability in anelectronic mail (e-mail) he wrote to the Deputy Chief of the CIA™S-


Iraqi WMD Task Force after reading a draft of Secretary Powells speech to the U.N. Thedetailee noted that œI believe I am still the only [United States Government] USG person to havehad direct access to him. There are a few issues associated with that contact that warrant further


explanation, in my opinion, before using him as the backbone for the Iraqi mobile program.�The detailee explained,I do have a concern with the validity of the information based on œCURVEBALL� having a terrible hangover the morning=.


I agree, it was only


a


one time interaction, however, he knew he was to have a


-


on that


particular morning but tied one on anyway. What underlying issues could this be


a problem with


and


how in depth has he been


-?


The DOD detailee also expressed concern in his e-mail that,


During the


-


meeting a couple of months ago when I was allowed to


request


-


that œweAJSG                wanted direct access to CURVE BALL,replied that in fact


that was not possible,


-


were having major handling issues with him


and were attempting to determine, if in fact, CURVE BALL was who he said he


was. These issues, in my opinion, warrant further inquiry, before we use the


information as the backbone of one of our major findings


of


the existence of a


continuing Iraqi BW program!


a)


The detailees e-mail was sent to the Deputy Chief of the-


Iraqi


WMD


Task Force on February 4, one day before Secretary Powell delivered his speech.


The detailee told Committee staff that prior to receiving a draft copy of Secretary Powellsspeech he had œhad many discussions with the analysts about my concerns with CURVE BALLas this whole thing was building up and taking on a life of its


own.


I


was


becoming fi-ustrated,


and when asked to go over Colin Powells speech.. .


and I went through the speech, and I


thought, my gosh, we have got


-


I


have got to go on record and make my concerns known.


. . .�The detailee also told Committee staff that during his-


-


of CURVE BALL, he had several opportunitiesto speak with


the


-1


who had


=


responsibility for debriefing CURVE BALL.


The detailee observed that


œ.. .


this is an opinion of mine and I really have nothing else to base it


-


155


-
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on, but it was obvious to me that his case officer, for lack of better words, had fallen in love with


his asset and the asset could do no wrong. I mean, the story was 100 percent correct as far as


-


Y


!-


was


concerned.=The INR BW analyst also told Committee staff that he was not aware that the detailee


had concerns that CURVE BALL might have a drinking problem.


m)


Because of Committee staffs concerns about the ICs reliance on a single sourceand questions about CURVE BALLS reporting, the Committee requested an IC assessment ofCURVE BALL and his reliability. The DHS provided the Committee with an information paper


on


December 17,2003 that stated


œ. ..


the Iraqi design engineer [CURVE BALL] is not a


biological weapons expert nor is he a life science expert. Source simply designed


=


production facilities. He never claimed that the project he was involved in was used to produce


biological agents.� The DHS assessment also noted that œthe sources reporting demonstrates aknowledge of and access to personalities, organizations, procurement, and technology related to


Iraqs BW program.� concerned that the assessment had said the primary source behind theICs assessments of the Iraqi mobile BW production program had œnever claimed that the projecthe was involved in was used to produce biological agents,� Committee staff asked DHS to clarifywhat appeared to be a serious discrepancy. The DHS was unable to respond to the request for


several weeks, noting to Committee staff that the matter was being handled by the DCIs staff.The DHS then issued a correction to the Committee on January 15,2003 that stated the


-
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œby virtue ofhis


position, and as reflected in the published Intelligence Information Reports, the


source demonstrated extensive knowledge of Iraqs BW program. As the project manager, he-


had intimate details of the mobile BW


program.�The author ofthe December 2003 DHSpaper


which stated that CURVE BALL œnever claimed that the projecthe


was involved in was used to


produce biological agents� was the DHS intelligence officer who had primary responsibilityI


for collecting and reporting the intelligence from CURVE BALLS debriefings. In aninterview with Committee staff, the DHS officer stated that in


his


haste to provide an assessment


of the source


to the


Committee, he had misread


some


of the intelligence reports from the source.


-


157


-
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m)


Committee staff asked a US. Department of Defense (DoD) polygraph expert


with 29 years of experience with polygraph examinations about the possibility of a œfalsenegative� resulting from a polygraph examination. A false negative is when a subject who istelling the truth isjudged to be deceptive on a polygraph. The DoD polygraph expert told


Committee staff that in regard to polygraph examinations, œanything could always be a falsepositive or a false negative. The polygraph is not 100percent accurate and will never be 100


-
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nercent


acciirate-


because


were dealingwith the txvcholow and the physiologyof the4.


INC Source


m)


As previously discussed,a March 2002 report fromthe INC source,


Â-statedthat in mid-1996 Iraq decided to establishmobilelaboratories


for BW agent research to evade UNSCOM inspections. The


NIE


describedthe sourceby name


and noted that he was an œIraqi defector associated withthe Iraqi National Congress.� He haddefected from Iraq in late 2001, and was brought


to


the attentionof the DIA by Washington-


based representatives of the N C in February2002. After several meetings with the INC source,


a DIA debriefer assessed that someof the information he provided


œ.. .


seemed accurate,but


much of it appearedembellished.� The DIA debrieferbelieved thatœ.. .


the source had been


coached on what informationto provide.� The DIAs report fromthe INC source, however,described him as a œfirsttime reporter who is considered reliable�and does not note thedebriefers concernsthat he had been coached or that he had embellished information. Thereport also statedthat the œsourcepasseda


DHS-administeredpolygraphregarding information


included in this report.�=--
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In April 2002, the CIA published an assessmentof the INC sourcethat statedthat


DHS had terminatedcontact with him after four meetings because of suspicionshe was a


fabricator. In May 2002, DIA issued a œfabricationnotice� which said that the informationtheINC sourceprovided was œassessedas unreliable and, in some instances, pure fabrication.� ADIA investigationof this source that resulted in the fabricationnotice, questionedthe sourcestruthfulnessand noted that the


œ. ..


informationis now considered suspect.� Although the sourcepassed œan issue-specificDIA administeredpolygraph examination,DIAs discussionswiththeexaminerindicatethat some areaswere not fully explored,which could account for the potential


fabrication.� In July 2002, the National IntelligenceOfficer for Near East and SouthAsiaprovided the Assistant Secretaryof Statefor Near Eastern Affairswith an assessmentof Iraqi


defectorswho had been brought to the attentionof the IC by the INC and noted the concerns the


DIA and the


-


had aboutthe sourcesreliability. Despitethe April 2002 CIAassessment,the May 2002 fabricationnotice and the July 2002 assessment suggestingthe source


may have fabricated information, the source was highlighted in the October 2002 NIE, and he


was one of the four HUMINT sourcesspecificallyreferred to in the part of SecretaryPowellsFebruary 2003 speechbefore the UN SecurityCouncilthat discussed the mobile BW production


units.


Although he was not specificallyreferenced in the text of the NIE, the


IC also


I


Drovidedthe Committeewith an intelligencereport from the debriefing of another Iraqi


Y


asylum seeker


ThYe June 2001


A


report,which is the only report fromthis sourcethat discussed mobileBW units, stated that there


were transportable facilities for the production of biological weapons mounted on trailers at a


specialarmamentsfactory in Iraq, and that there were otherIraqi siteswhere biological weapons


were produced. The detaileealso expressed concernabout this source in his e-mail concerning


Secretary Powells UN speech. He noted that the sourcewas ˜˜-,


but one


whose reliability nor reportinghas been evaluated,� and said the reporting had inconsistenciesthat needed further checking. The detailee added, œwe sure didnt give much credence to thisreportwhen it came out. Why now?� The detaileese-mail was written four months after theNIE was published.


6. Intelligence Community Mind Set Concerning Mobile BW Programs


An INR BW analysttold Committee staffthat


œ. . .as a communitythe US. BW


analystsgenerallythink that


BW


programshistorically have shiftedhorn large-scalefixed


-
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facilitiesproducing large quantities of BW agentsbeing stockpiledto smallerdual-use facilities


with what we think the state of the


BW


program worldwide are heading toward. Its kind of likea built-in bias.�m)A CIA Directorateof Operations(CINDO) officertold the Committeethat when


he began servingas the Deputy Chief of the CIA Iraq WMD Task Force in the summerof 2002,


the Iraqi BW program was not the focus


of


the Iraq WMD Task Forcesefforts


because, while


many questionsexisted about other issues such as Iraqs nuclear weapons program, analysts feltfairly certainthat they knew what the BW program looked like and believed the issue was largely


œwrappedup.� He noted that althoughthere was always a lot of ambiguitywith these sources,the CIASlead analyst on IraqsBW program was adamant about the existenceof the IraqimobileBW platforms. He noted that


was


œabull dog with these sources.� The CINDOofficer told Committee staffthat the CIA BW analystand the Department of Defense detailee


who was assignedto CINDO had œlocked horns� overthe reliabilityof the mobile BWHUMINT sources. The CINDO officernoted that he had several conversationswiththe CIA


BW analyst about the detailees concerns over the reliability of the mobile BW HUMINTsources. In one of these conversations,the CIA BW analystdiscounted the detaileesconcernsby statingthat the Weapons Intelligence,Nonproliferation,and Arms Control Center (WINPAC)


had multiple sourcesreporting on the program, and that the detaileewas not aware of all of this


reporting.


C.


Baghdad Has Been Able to Renovate and Expand


its


Fixed Dual-Use B WAgenf


Productiun Facilities


m)


The introductionof the BW sectionof the NIE saidthat, œBaghdad hasbeen able to renovate and expand its fixed dual-use BW agent production facilities


. . . .�Laterin the NIIE, however, the referenceto renovation of fixed facilitiessaid, œwe are increasinglyconcerned that Baghdadsrenovation and expansion of its fixed, dual-usefacilitiesthat served asIraqs BW agent production capabilityprior to the Gulf War are part of an effortto increasesignificantlyIraqs BW agent holdings.� The second version of this assessmentmakes it moreclear that the dual-use facilitieswere not known to be BW agent facilities,but that the IC had


concerns about their potential use as BW facilitiesbecausethey had been used for BW agent


production prior to the Gulf War. To supportthis assessment,the NIE discussed renovation and


-
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expansionactivity at three fixed, dual-use facilities:the Amiriyah Serumand Vaccine Institute,


the HabbaniyahI Castor Oil Plant, and the Dawrah Foot and Mouth Disease Vaccine Production


Plant.


1. Amiriyah Serum and Vaccine Institute


->


The NTE


noted that increased activitvand constructionat Iraqs ArniriyahSerumm)


The IC provided the Committee a National Imagery and MappingAgency


(NIMA)24report that described


-


of Amiriyah from April 1999to November


2001 which stated that the facilityremained active duringthis period and


may


have increased its


TheNIEs discussionof Arniriyah also statesthat œIraqi scientistsreportedlyconductedqualitytesting at this site on BW agentsproduced in the mobile productionunits,


A HUMINT report from


Â-CURVE BALL, who provided the majority of the intelligence


reporting concerning the mobile BW program,


-


-


In discussions with Committeestaff,both CIA and DIA BW analysts saidthey


assessedthat the changes


=


at the facility suggested Arniriyahwas active,but said the


24NIMA


has


recently been renamed the National Geospatial- Intelligence Agency


(NGA).


-
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activitv could have been consistent with legitimate pubic health related activity. A CIA Iraq


Y


analyst


also told Committee staff that in the


late 1990sand in the 2000 to 2002 period Iraq did have %ome huge vaccination campaigns,�particularly against polio and foot and mouth disease(FMD).


A


CIA BW analyst also told


Committee staff that she was not aware of any effort in the IC to analyze the impact of those


mass vaccination campaigns on dual-use facilities like the Amiriyah Serum and Vaccine


Institute.


2. Habbaniyah I Castor Oil Plant


m)


The NIE noted that the Habbaniyah I Castor Oil Plant, which was


damaged during Operation Desert Fox in 1998because it was assessed to be involved in the


production of the biotoxin ricin, was rebuilt by early 2000. The NIE said, œThe facility continuesto extract oil from the castor beans, allegedly for use in brake fluid production.


-


-


TheNIE stated that while the extraction of castor oil is a legitimate activity, the bean


mash that is left over contains the BW agent ricin. The IC assessed that ricin was probably not


being extracted at the castor oil plant but said concurrent activity at the nearby main production


building, œsuggests that toxin extraction may be taking place in the main production building.�-164-
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3. Dawrah Foot


and


Mouth Disease Vaccine Production Plant


TheNIE alsopointed to


-


of the Dawrah Foot and Mouth Disease


Vaccine Production Plant in support of the assessmentthat Iraq


may


be


rebuilding dual-use fixed


facilitiesfor BW production. Iraq used Dawrahto produce BW agent before UNSCOM rendered


the facilityuseless for BW work in 1996by fillingductwork with a cement


and


foam mixture


and destroyingequipmentused for BW agent production. Other research and production


equipment at Dawrah deemed by UNSCOM to be legitimatewas left in


place.


TheNIE noted


that Iraq probablyrenovated the facility after UNSCOMs work, but said œWeare


unable to


determinewhether BW agent research or production has reswned.� Iraq claimed in 1999that thefacility was going


to


be renovated to produce foot


and


mouth diseasevaccine.


-
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=


As noted in the NIE, the


=


report said it was unclear whether the possiblerestart of


the plant was relatedto IraqsBW program or was for legitimatevaccine production.m)


A CIA Iraq analyst


-


told Committee staffthat Iraq may have had a legitimateneed for foot and mouth


disease (FMD) vaccine because for years the US. had vetoed Iraqi requestsunder the UN Oil for


Food program for FMD vaccinesbased on suspicionthat these materialswere intended for BW


purposes. The U.S. Government (USG) and IC later learned that Iraq had in fact had an FMD


outbreak, prompting the USG to start approvingIraqi imports


of


FMD vaccinations in 1999. The


USG, as a member of the UN Iraq SanctionsCommittee,rejected a proposal fromthe Iraqis and


the UN Food and Agriculture Organization


to


rehabilitateDawrah because the USG believed that


was able to import as many FMD vaccines as it needed.


the Darwah plant was not included in the NIE.


D. WeAssess That Iraq Has Some B WAgent and Maintains the Capabiliv to Pruduce a


Variety of BWAgents


(U) TheNIE statedthat œwe assessthat Iraq has some BW agent and maintains thecapabilityto produce B. anthracis,botulinim toxin, aflatoxin,Clostridium perfringerns (gas


gangrene)and ricin toxin.� TheNIE also noted that Iraq œmaybe ableto produce a number ofother incapacitatingand lethal agentsthat it has researched over the years� and assessed thatœChances are eventhat smallpox is part of BaghdadsoffensiveBW


program.�1.Smallpox


The 2002 NIE stated in the keyjudgments that œChances are even thatsmallpox is part of Iraqs offensiveBW program.� The body of the 2002 NIE expanded on thisassessment:


-
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--


œVarious intelligencereports and-


indicatethat Iraq probably has


retainedunauthorizedstocksof Variolamajor virus,the causativeagent of smallpox.


Baghdad reportedly kept smallpoxvirus samplesfrom its 1971


-


1972outbreak,


-


.


We assess that the


chances are even that smallpoxis


part


of Baghdads offensive BW program, althoughcredibleevidence is limited.�(U) TheNIO and DeputyNIO for Scienceand Technology(S&T)told Committeestaffthat the statement œalthoughcredible evidenceis


limited�was not included in the keyjudgmentsbecausethe issue was adequatelyaddressed in the body of the


NIE,


and because of space


limitationsin the keyjudgments, they decided not to reiteratethe point. The


Deputy


NIO added


that she expected the readersof the NIE to read both the keyjudgments as well as the body of the


document. When asked by Committeestaffif a policymaker who read only the NIE ssmallpoxkeyjudgment, and not the body of the NIEs BW section,would have been misled abouttheuncertaintiesbehind that assessment,an INR BW analystresponded, œAbsolutely,particularly onsuch a sensitivetopic as smallpox. And its important to rememberthat people who werereading this at the time when we were having a national debate on whether people should be


immunizedand what the threat was from al-Qaidaon


smallpox,it was a much more charged


atmospherethan the one we are in right now.�m)The assessment œChancesare even that smallpox is part of Baghdadsoffensive BW program� was based primarily on intelligence-


that Iraq


probably had retained unauthorized stocksof Variolamajor virus, the causativeagent of


smallpox. The assessmentwas also based on reporting that kept smallpoxvirus samples from a


1971


-


1972outbreak, as well as reporting


-


that suggested Iraq had the capabilityto work with the


virus and fragmentaryreports that-werelooking into such work.


,


who said


Iraq had saved samplesfrom a smallpox outbreak in the 1970s.


-


also said that Iraq had


œthe capability of producing severalbiological agents-


amongthem


. . .


smallpox.� The reportindicated that at the time of the conversation in May 2002,


-


=.


The report doesnot indicatethat any of Iraqswork on smallpox was applied to anoffensive biologicalprogram.


-
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thatthe quantity of dry agentthe machine couldproducewastoo smallto be very usehl in a


biological weaponsprogram and statedthat œI dont think that machine was designed to drysmallpox to make weaponsmaterial. That would be a hard


way


of doing it.� CIA BW analyststold Committee staffthat they believed any quantity of dry agent would be useful in


a


biological


weapons program.


Another HUMTNT report from February2000 discussed reportedresearch


-


.


4


4


1


__


smallpox.


The IC provided the Committeewith


additionalHUMINT reports.


One of the reports said an Iraqi scientisthad œpublished on pox virusesÂ=described Iraqi work


on


œapoxvirus such


as


monkey


POX.�Athird report said Iraq


worked on camelpox virus. None of the reportsreferenced smallpox.


capabilityto work on smallpox if they had it.


(U) In


a


writtenresponseto a question from Committee staff,the CIA said œWe haveno


evidencethat Iraq ever weaponized smallpox.� TheNIEs assessmentthat, œChances are even-
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that smallpox is part of Iraqs offensive BW program,� was based on the intelligence indicatingthat it was likely within Iraqs abilityto produce smallpoxagent.2. Other Agents


(U)


TheNIE also noted that œIraqhas some BW agent and maintainsthe capabilitytoproduce B. anthracis,botulinimtoxin, aflatoxin, Clostridiumperfringems (gas gangrene) and


ricin toxin� and that Iraq œmay be able to produce a number of other incapacitatingand


lethal


agents that it has researched over the years.� To showwhich agentsIraq has researched,the NIEincluded a table titled œBW Agentsthat Iraq has Researched.� The table listed twenty onebiological agentsthat Iraq had researched. While some of the agents listed on the chart are


highly lethal agents that Iraq had confirmedit weaponized prior to 1991,othersdo not appear to


have been researched for weapons purposes,while othershave little or no utility in


a


BW


program.


(U) BW Agents that Iraq has Researched


Bacillus anthracis (anthrax)


Botulinum toxin (botulism)


Ricin


Clostridiumperpingens (gas gangrene)


Yersiniapestis (plague)


1


Brucella melitensis (brucellosis)


1


Variola major virus (smallpox)


Burkholderia mallei (glanders)


Aflatoxin


Mycotoxins


Tilletia species(wheat covered smut)


Enterovirus70 (acutehemorrhagic


conjunctivitis)


Camelpox virus


Rotavirus


Vibrio cholerae(cholera)


rcloA&m tetani (tetanus)


I


Hemorrhagicfever viruses


1


Staphylococcalenterotoxins


Rickettsia prowazekii (typhus)


Francisella tularensis (tularemia)


ShigeZZa dysenteriae (dysentery)


-
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(U) Of the 21 agentslisted on the chart, only one is an effectiveand lethal battlefieldBW


agent that Iraq had declared to the UN that was researched,produced and weaponized prior to


1991


:


anthrax.


Three of the agents on the chart are agentsthat Iraq declaredto the UN that it had


weaponized prior to 1991


,


but have differing and debatableutility as a battlefieldBW weapon:


aflatoxin,ricin and botulinum toxin (botulism). Aflatoxin,a type of mycotoxin, may cause


cancer and liver damage,but only years after exposure. IC analyststold Committeestaffthat


there are indicationsin the scientificliteraturethat aflatoxin can suppressthe immune system,


which may increase the effectivenessof other BW agents, but there are no indicationsthat Iraq


had weaponized aflatoxinfor this purpose. A HUMhT report relatinginformation


=


*


1-


noted that Iraqi scientistsadmitted to some level of research on


othermycotoxins for BW purposes sometimeprior to 1991. Althoughaflatoxinis a mycotoxin,


the categoryœmycotoxins�is listed separately on the NIEs chart.A


former seniorUN BW


inspectortold Committee staff that the Iraqishad admittedto producingabout ten grams of a


mycotoxin that could serveas an effective BW agent prior to 1991


œ. ..forspecialpurposes for


the intelligence service.�(U) Another agent onthe chart, Tilletiaspecies(wheat cover smut), also known as wheatbunt and wheat rust, is a fungusthat


can


significantlyreduce crop yields. Iraq declared to the UN


that it weaponizedtilletia speciesas an antiagricultural BW agent prior to 1991.


Four of the agents,enterovirus 70, camelpox virus, clostrinumperfringens (gas


gangrene) and rotavirus, are incapacitatingagentson which Iraq admitted to have conducted


BW-related research and developmentwork prior to 1991. These are agents that would result in


symptoms such as muscle pain, blurred vision, vomiting, and diarrhea,that could have


camelpox work was intendedto cause economic damageto Saudi Arabia by attackingtheir camel


herds.


m)


The IC also provided the Committeewith intelligence reportsthat suggestedIraq


had conductedBW research on seven of the agentslisted on the NIEs chart: brucella, tularemia,-


plague, tetanus, hemorrhagicfeverviruses, cholera, and smallpox.


A


HUMINT report describing


the former Iraqi BW facility at SalmanPak revealed that Iraq had


samples of four of these eight BW agents:brucella, tularemia, clostrinum perfringens (gas


-
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asked


why


the military was interestedin œpublic and animalhealth issues� Kamaltold them that. .


the work was for œIraqs biological warfare program.�(U) As noted in the preceding discussionconcerning smallpox,the last of the eight BWagents,the only report provided to the Committeewhich provided a Iraqi BW link to this agent


was a February2000 HUMINT report which discussed reported research conducted at Abu


Ghurayb, near Baghdad, involving a number of agentsincluding smallpox. The report that said


experimentshad reached an advanced stage and were moving into the œproductionphase� andnoted that in 1995one of the researchers commentedthat tests at the facility focused on how to


introducematerials into soft drinks and œother mediums.� One of the specificprojectsundertakenwas to produce lethal pills. No mention is made in the report about whether the


reported efforts at Abu Ghurayb were successhl in creating


a


deliverymethod for smallpox.


-
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effectiveBW agentthat had been weaponized by the SovietUnion. He noted, however, that he


was not aware of any evidencethat Iraq had worked with glanders in a BW program. The U.S.


Centersfor Disease Controls internetweb page notesthat glandersisœ.. .


still commonly seen


among domestic animalsin.


.


.theMiddle East.


. .


.�IA 1999HUMTNT report was provided to the Committeethat discussed Iraqi


research on shigella dysenteriae,the causativeagent for dysentery. The report statesthat staff


researched


œshigella�,among other pathogens, but notes that the reports sourcedid not recall what strainsofshigellawere held atthe facility. Thereport also notesthat the facilityhad been inspected by


UNSCOM more than once, and prior to each inspectionthe head of the department forbade his


staff from discussing their work with inspectors. The head of the department also instructed his


staff to keep the pathogens at home until afterthe UNSCOM inspectionshad finished.


-
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(U) A chart in a CIA paper published one month afterthe NIE that was titled,Iraq:


Biological Warfare Agents Pose Growing Threat


to


US Interests, presented anotherdepictionof


Iraqs biologicalagentresearch. The charttitled, œStatusof PossibleIraqi BW Agents� showedthree levels of research activity


-


research and development(R&D), production,and


weaponization


-


and provided three differentlevels of confidence of the ICs knowledge ofIraqs work-


confirmed, probable and suspected. This chart presented a more accurate depiction


of the certainty and uncertainty behind the assessmentsof Iraqs biological agentresearch andmade clear which agents were researched for weapons purposes. The title ofthe chart in the NIE,


œBW Agentsthat Iraq has Researched� suggested that all of the agentswere researched forweaponspurposes,while the CIApublicationmore clearly indicatedthat the agentswere


œpossible�BW agents.(U) Status of Possible Iraqi BW Agents


Note: Agents are not listed in


any


particular order. Assessments reflect past Iraqi


C=Confmed


declarations to the Wplus intelligence assessments of Iraqs current biological weaponsS=Suspected


capabilities.


BW Agent (Disease)


Bacillus anthracis (anthrax)a


Aflatoxhs�Botulinm toxinsahcin


toxina


Clostridiumperfiingens (gas gangrene)a


Tilletia species (wheat cover smut)a


Yersiniapestis (plague)


Variola major


virus


(smallpox)


Burkholderia mallei (glanders)


Rickettsia prowazekii (typhus)


R&D


Production


Weaponization


C


C


C


C


C


C


C


C


C


C


C


C


C


C


C


C


P


P


P


P


S


-
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BW Agent (Disease)


R&D


Production


Weaponization


Enterovirus 70 (acute hemorragic coniunctivitus)�CRotavirus�StaphylococcalenterotoxinsTrichothecene mycotoxinsa


Brucella melitensis (brucellosis)


Clostridiuuri tetani (tetanus)


Camelpox


virusa


Vibrio choEerae (cholera)


Hemorrhagic fever viruses


Shigella dysenteriae (dysentery)


Francisella tularens


is


(tularemia)


C


P


C


P


P


C


P


S


S


S


a


Iraq declaredto UNSCOM that it worked with this BW agent.


E. In the Absence of UN Inspectors, Iraq Probably Has Intensified and Expanded


Research


and Development in Support of Iraqs B W Program. Baghdad Probably Has DevelopedGenetically Engineered B WAgents


m


TheNIE assessedthat in the absenceUN inspectors, Iraq probably had


intensified and expanded research and development efforts in support of Iraqs BW program.The NIE noted that œMilitary reporting and=


intelligence indicatesthat Iraqs BW researchand developmenteffortshave benefitted from professional contacts between its scientists and


engineersand their foreign counterparts,exploiting conferences and scientific exchangesto


acquire technical knowledge and supplies.� The NIEskey


judgments stated that œBaghdadprobably has developedgenetically engineered BW agents.� TheNIEs discussion of thisresearch and development focuses on research activity


-,


and reported BW


testing near Iraqs Qadisiyah Reservoir.-
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a)


1. Research Activity


-1


m)


-in 1999that R&D in support


The NIE stated that


of Iraqs offensiveBW program was continuing-


.


In the absence


-


of UN-inspectors,Iraq probably has intensifiedand expanded these efforts.� TheNIE stated inthe keyjudgments that œBaghdadprobably has developed genetically engineered BW agents.�The text of the NIE, however, said only that foreign government servicereportingindicatedthatœbiological research facilities are actively engaged in geneticengineeringand biotechnologyresearch and development,�and noted that some of the facilitieswere suspected of involvementin Iraqs BW research and developmentprogram.However, UNSCOMs finalreport, which was submittedto theUN


SecurityCouncil in 1999,statedthat œIraqhas a broad based researchcommunity in Universities,Medical and Agricultural Institutes,coveringmicrobiology,biological processing,materials


science,geneticengineering,pathology,biologicalproduction,munitionsand weapons.�-The IC also provided the Committeewith eight intelligencereports to


support the assessment that Iraq was engaged in genetic engineeringand biotechnologyresearch.


The firstwas a 2002 HUMINT report that discussed information


-


The report provided


no additional information. TheNIE noted that IPA is the parent organizationfor a centerthat


was engaged in BW related work prior to the Gulf Was-. A second HUMINT report statedthat


two


scientistswere conducting œsecret research� in the microbiology laboratory at the SaddamCollegeof Medicine. The report said the scientistswere working to genetically alter anthraxand


plagueto increasethe bacterias resistance to œantibiotics and environmentalfactors.� While thework was described as œsecret,�the report did not draw any link to BW work. The CIA toldCommitteestaffthat, while the report did not connectthis research to BW work, the CIA


believes that there is no legitimate applicationto this work outside of a BW program. A DIA BW


analysttold Committee staffthat there were legitimatenon-BW reasons for conducting such


research. He noted, however, that suchresearch was suspiciousin a country like Iraq. CIA BW


analyststold Committee staffthat this research was particularly suspiciousbecause it was


œsecret.�-176-
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(U) A third report was from a 1997DIA HUMINT source who said that an Iraqi post-


graduate microbiology student, who the source alleged was an officer in the Iraqi Special


Security Organization (SSO), was conducting research to genetically manipulate the cholera


toxin. The sourcebelieved the goal was to produce an offensive BW weapon. Another report


provided a research paper from the same student published in 1997which discussed transferring


the gene encoding tetanus toxin from clostridium tetuni to


e.


coli and bacillus subtilis œin order toresearch the antibiotic resistant qualities of the clostridium tetmi strains.� The only connectionbetween this research and BW is the sources allegation that the post-graduate microbiologystudent is an SSO officer. A DIA BW analyst told Committee staff, while such research could be


useful to a BW program, it also has a legitimate public health application in detemining what


antibiotics are most effective in treating particular strains of the pathogen.


m)


Additional HUMINT reporting described a microbiology research paper


on a variety of toxins including


cholera and the work of


an


unnamed researcher


written by


-


working on a


project to discover a cholera strain immune to antibiotics. The source of the report said that the


researcher was rumored to have close ties to Iraqs intelligence service and to be a member of theBath party.2. Reported BW Testing Near Qadisiyah Reservoir


The NIE also stated that œIraq may have tested BW agents at a facility near theQadisiyah Reservoir in western Iraq, according to


=


reporting,� and that œan-


-
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A 1996HUMINT report from a former officer of the Iraqi Directorateof General


Securitysaid that 1,600deathrow prisonersfrom Baghdadprisons were deliveredto œunit 2100�,near al-Haditha, which conductedchemical and biological warfare experimentson human


subjects.


1


into Iraqi prison records revealed that prisonertransfer files


at a prison believed to be involvedin the alleged incidentduring the time in questionwere


missing.


1


that prisoner transfer files œwere in order and well maintainedbefore and afterthis time frame.�TheNIE assessedthat the reportedtesting location describedin the HUMINTrePort as an œunknown locationnear al-Haditha�was probably a facility near the Qadisiyah-


m


A DIA BW analystnoted to Committeestaffthat there was œreally very little�tosuggesta BW role


at Qadisiyah,and noted that œPerhapswe were stretchingthatjust a little bit.� A=


analystresponsible for the


analysis of this facilitytold Committeestaff œYouhave to rememberthat this was only considered a suspectfacility. Thats as far as we went withit. The informationlinkingthis to BW was


so


incredibly sketchythat this is sort of our best


F.


W e


Assess That Baghdad Also Has Increased


theEffectiveness


of


its


B


WArsenal by


Mastering


theAbility


to


Produce


Dried Agent


m


TheNIE assessedthat Iraq had increased the effectivenessof its


BW arsenal by œmasteringthe abilityto produce dried agent.� The IC assessedthat Iraq had bothliquid and dry BW agents. As the NIE pointed out, the abilityto produce dry BW agents is


significantbecause it allows the agent to be disseminated over a much wider area than wet agent.


IC analysts also told Committeestaffthat


dry


agent is much easierto handle than liquid agent


and has a longer shelflife. TheNIE statedthat œIraq had the capabilitytodry


organisms in a


respirable particle sizeprior to the Gulf War but declared that all weapons systems deployed


-
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during the Gulf war were filled with liquid agent.� The NIE went on to note that,œ. . .reporting


on the procurement of dual-usedrying and milling equipmentsuggest (sic) continuedinterestby


Iraq in the capabilityto dry


and


size at least some of the agentsin its arsenal.�The IC provided the Committeewith 14HUMINT andreports to supportthe assessmentthat Iraq had the capabilityto dry BW agent. Six of the reports


described existingIraqi dual-use drying and milling equipment,while the other eight reports


described Iraqi attempts to acquire such equipment. Nothing provided


to


the Committee


indicated whether or not the Iraqiswere successfulin obtainingthe equipment in any of these


eight cases. Only one of the 14reports described drying and milling equipmentthat is clearly


linkedto a BW effort. The report came from the HUMINT source codenamedCURVE BALL


who reported on Iraqs alleged mobile BW program. The report statedthat the alleged mobileBW trailerscontained spraydrying equipment. The other 13reports described dual-usedrying


and milling equipmentthat would be useful in a BW program, but none of these reports showed


any linksto a BW program.


Iraq declaredto UNSCOM that prior to 1991it produced only liquid biological


weaDons agents and dried only a small amount of anthraxfor use in aerosol tests on animals.


I


and expertiseto dry Bacillus thuringiensis is directly applicableto dryingand milling anthrax.


G.


Iraqs Capability to Manufacture Equipment and Materials...


and to Procure Other


Necessary, Dual-use Materials


.


..


Makes Large-scale


B


WAgent Production Easily Attainable


1, Foreign Procurement


-)


TheNIE statedthat œIraq continuesto circumvent and undermineUN sanctionsto enhanceits biotechnical self-sufficiency,while advancingits BW program when


possible.� TheNIE listed severalexamplesof Iraqi attemptsto procure dual-use biotechnologyequipment abroad. The IC provided the Committeewith 19


-1


reports


showingIraqi attempts to procure dual-use biotechnologyequipmentabroad. While all of this


equipment would be useful in a BW program, only one of these reports showed a BW-related end


user in Iraq, and only one report indicatedthat Iraq had received the dual-use equipment as a


result of its efforts.


-
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(


-


)


TheNIE also described Iraqi effortsto obtain


a


˜:jetmill� capableof grindinghundredsof kilogramsof biological materialper hour to one to ten microns œtheidealparticle sizerange for BW agents.� Althoughit is not discussed in the NIE, IC BW analyststoldCommitteestaffthat the one to ten micronparticlerange is alsothe ideal particle size for some


legitimatepharmaceutical applicationssuchas inhalers.


The NIE described the travel in 1999of three Iraqi intelligence officers


to obtainmaterials


œ.. .


for use in the manufactureof biological weapons.


. . .�A 2000HUMTNTreport statedthat three Iraqi Intelligence Serviceofficerstraveled


Âœ. . .coordinatethe acquisitionof quantitiesof materialsfor use in developingIraqschemical and biological weapons capability. Their plan was to obtain materials in =for


use in the manufacture of biological weapons.�The NIE also described, œa robust network of intermediary firrnsÂand elsewherethat assist with the procurement of dual-use and support equipmentforIraqs offensive BW program.� The NIE stated that œSincethe embargowas imposedin 1990,wide range of goods, includingconsumer goods. None of the intelligenceprovided to the


Committeeshowedthat Iraq used front companies as a denial and deception techniqueto procure


equipmentfor


a


BW program.


The last example of BW-relatedprocurement cited by the NIE is an Iraqi


order for the antibiotic


-.


TheNIE stated that the order was placed by œthe sameIraqicompanythat recentlyprocured CW nerve agent antidotes.� The Iraqi company,Âwhich purchased the CW nerve agent antidotes is also responsiblefor acquiring a wide variety ofgoods associated with Iraqslegitimatepublic health needs.This


suggeststhat the


-,


which is widely used to treat a variety of infections,was intended


for legitimatepublic health needs in Iraq.


(-


)


The CIA noted in a writtenresponseto a questionfiom


Committee staffthat œA majorityof the dual-use equipment soughtprobablywas for legitimateresearch because of the dual-usenature of the equipment and the much larger needs of Iraqsindustrial infrastructureover its [BW] program.


A


-


-
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�CIAandDIA BW analysts interviewed by Committeestaff all agreedthat in every case citedby the NIE


of Iraqi attemptsto obtain dual-usebiotechnicalequipmentabroad,the Iraqis could have been


seeking equipment for their legitimateneeds. As a CIA BW analystnoted œThere was nothingthat was uniquelyBW.


. .


.�A CIA BW analyststatedthat none of the equipment and materialsrequired for a BW program were exclusivelyBW in nature, and said that the IC did not have a


specific case where it could provide intelligencethat showed that a piece of dual-use biological


equipment or material soughtby Iraq was clearly intendedto go to an Iraqi BW-relatedend user.


The Deputy Director for Analysis at the DCIs Center for Weapons Intelligence,Nonproliferation,and Arms Control told Committeestaffthat


œ. . .if you look at every individual


dual-useprocurement, if your questionis, are there any of these procurements that we saw that


cant be explainedby a potential legitimateapplication. . .


I think the answerto that probably is


no.


�2.Indigenous Iraqi Efforts


m)


The final part of the NIEs sectionconcerningIraqs abilityto obtain dualÂuse biological equipment and production capabilitiesstatedthat œWe assessthat Iraq alsomaintainsthe capabilityto manufacture someBW-related equipment and materials


indigenously.� TheIC provided the Committeewith several-


reports and


an


abstract


of a paper published in a European sciencejournal that showed dual-usebiotechnical capabilities


inherent in Iraqi industrythat could potentiallybe converted for use in


an


offensive BW program.


(U) While all of the examplesin the


NIE


have potential applicationto the Iraqi BW


program, and while some of the organizations involved were connectedto the pre-1991 Iraqi BW


program, only one of the reports has a clear link to a post-1991


B


W program. The report came


from the HUMINT sourcecodenamed CURVE BALL who reported on Iraqs allegedmobileBW program. Accordingto this report, CURVE BALL stated that fermenters and tanks in the


mobileproduction units had been made in Iraq.


(U) When asked by Committeestaffwhetherthe 2002NIE did a goodjob of explaining


the possibilitythat some,most or all of the examplescited in the NIE of dual use biological


research


and


procurementcould havebeen intendedfor legitimate, non-BW uses, a seniorINR


analyst stated,œI think, to answer your question, someonewhois


not an expert in weapons of


mass destruction, if I were comingto the issue and


they


said here, read this Estimate on Iraqsweapons of mass destructionprogram, even if you have a discussion of dual-useapplicabilityI


think that I would come to the conclusionthat, well, it must be really for WMD stuff because its-
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in this Estimatethat talks about Iraqs WMD. So even if it has a legitimateapplicationincivilianindustry,the presumptionthat I would cometo the document with as a lay reader in what


was then the environment,I assume, of policymakersor Hill policymakers, my assumption


would be that I would think it was for [chemical-biologicalweapons] use?


H. The Nature and Amounts of Iraqs StoredB


W Material
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